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Introduction

This policy sets out St. Alban’s Catholic Primary and Nursery School's aims and strategies for the
successful delivery of Computing with particular regard for Online Safety. This policy should be
read in conjunction with other relevant school policies such as the Safeguarding, Equal
Opportunities, Curriculum, Finance, Teaching & Learning, SEND, Data Protection, Freedom of
Information, Disciplinary Procedure, and Behaviour and Anti-bullying policies.

The policy has been developed by the Computing Leader in consultation with the SENCO,
Leadership Team and teachers. Guidance from experts and pupil, parent and staff voice
questionnaires have shaped and will continue to help shape this policy. This policy is based on
government recommended/statutory programmes of study.

Context

St Alban’s is an average sized Catholic Primary and Nursery School, a member of St Clare CMAT,
Diocese of Hallam and works closely with the Catholic Dearne Valley Family of Schools as well
as the Sheffield Catholic Schools who are part of St Clare’s. Our mission as a Catholic school is
to create and develop a community centred upon the teaching of Jesus Christ where all
individuals are enabled to reach their full potential in all elements of their lives. Our age range is
2 to 11 with 217 on roll, 187 FTE R - Y6. St Alban’s Nursery opened in September 2021, and is led
by teachers and experienced qualified Early Years practitioners and has continued to grow in
numbers. St Alban’s serves the local parishes of St Alban’s Catholic Church of Denaby and
Conisbrough and Blessed English Martyrs, Mexborough all of which are in the town of

Doncaster. The school is in the highest 20% of socio-economically deprived catchments in the
country and is one of the 5 most deprived schools in Doncaster with a changing profile of number
of Catholics attending. In recent years, there have been children with more complex needs
attending and from Y4 down to our youngest learners in Nursery, 80% of children in these
classes fall within the 10% most disadvantaged in the country. At St Alban’s 41% children are
disadvantaged and a higher than average proportion of children with SEN at 32%, most of whom
have speech, language and communication (63%) and/or social, emotional and mental health
(27%) needs. Children entering EYFS are doing so with increasingly signficant needs and our
current Reception class have 44% of children with complex SEN. Most children at St Alban’s are
of White British heritage, with a lower than average proportion of children with EAL at 3.23%. St
Alban’s has lower than national levels of stability and since January 2021 there has been a 15%
increase in the number on roll (R - Y6) therefore increasing mobility factors. Prior to COVID,
attendance was 97.48% but reduced significantly with 27.8% persistently absent in 21/22 academic
year. During the school year 22/23, attendance improved at a significantly higher rate than the
national primary rate reaching 94.03%, an increase of 2.13% on 21/22 and a reduction to less than
national levels for persistent absence at 19.6%.

Implementation and Review of Policy

Implementation of the policy will take place after consultation with the Governors in the Spring
term 2023. This policy will be reviewed every year by the Head teacher, computing leader, the
Governing Body and Staff. The next review date is Summer term 2024.

Dissemination

The draft policy will be given to all members of the governing body, and all teachers, teaching
assistants and non-teaching members of staff. Copies of the document will be available to all
parents through the school’'s website and a copy is available in the school office. Details of the
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content of the computing and online safety curriculum will also be published on the school’s
website.

Our aims:

Prioritise the sacred subject of Computing. Computer science opens up for the learners
the possibility of being key influencers and transformational leaders at a local, national
and global level. The development of computational thinking and operational skills calls
for the formation of learners who prioritise the importance of justice, equality, truth and
the common good of all people at a global level.

Provide an exciting, rich, relevant and challenging online safety curriculum for all pupils.
Teach pupils to become responsible, respectful and competent users of data, information
and communication technology.

Have robust processes in place to ensure the online safety of pupils, staff, volunteers and
governors

Deliver an effective approach to online safety, which empowers us to protect and educate
the whole school community in its use of technology, including mobile and smart
technology (which we refer to as ‘mobile phones’)

Establish clear mechanisms to identify, intervene and escalate an incident, where
appropriate.

Provide technology solutions for forging better home and school links.

Enthuse and equip children with the capability to use technology safely throughout their
lives.

Teach pupils to understand the importance of governance and legislation regarding how
information is used, stored, created, retrieved, shared and manipulated.

Equip pupils with skills, strategies and knowledge that will enable them to reap the
benefits of the online world, whilst being able to minimise risk to themselves or others.
Exceed the minimum government recommended/statutory guidance for programmes of
study for online safety and other related legislative guidance.

Instil critical thinking, reflective learning and a ‘can do’ attitude for all our pupils,
particularly when engaging with technology and its associated resources.

Use technology imaginatively and creatively to inspire and engage all pupils, as well as
using it to be more efficient in the tasks associated with running an effective school

Legislation and guidance

This policy is based on the Department for Education’s (DfE’s) statutory safeguarding guidance,
Keeping Children Safe in Education, and its advice for schools on:

Teaching online safety in schools

Preventing and tackling bullying and cyber-bullying: advice for head teachers and school
staff

Relationships and sex education

Searching, screening and confiscation

It also refers to the DfE’s guidance on protecting children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended),
the Education and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the
Education Act 2011, which has given teachers stronger powers to tackle cyber-bullying by, if
necessary, searching for and deleting inappropriate images or files on pupils’ electronic devices
where they believe there is a ‘good reason’ to do so.
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The policy also takes into account the National Curriculum computing programmes of study and
complies with our funding agreement and articles of association.

Roles and responsibilities

The Governing Board

The governing board has overall responsibility for monitoring this policy and holding the head
teacher to account for its implementation.

The governing board will co-ordinate regular meetings with appropriate staff to discuss online
safety, and monitor online safety logs as provided by the designated safeguarding lead (DSL).

All governors will:

e Ensure that they have read and understand this policy.

e Agree and adhere to the terms on acceptable use of the school’s ICT systems and the
internet.

e Ensure that online safety is a running and interrelated theme while devising and
implementing their whole school or college approach to safeguarding and related policies
and/or procedures.

e Ensure that, where necessary, teaching about safeguarding, including online safety, is
adapted for vulnerable children, victims of abuse and some pupils with special educational
needs and/or disabilities (SEND). This is because of the importance of recognising that a
‘one size fits all’ approach may not be appropriate for all children in all situations, and a
more personalised or contextualised approach may often be more suitable.

Head Teacher
The head teacher is responsible for ensuring that staff understand this policy, and that it is being
implemented consistently throughout the school.

The designated safeguarding lead
Details of the school's designated safeguarding lead (DSL) and deputies are set out in our child
protection and safeguarding policy as well as relevant job descriptions.
The DSL takes lead responsibility for online safety in school, in particular:
e Supporting the headteacher in ensuring that staff understand this policy and that it is
being implemented consistently throughout the school.
e Working with the headteacher, computing leader and other staff, as necessary, to address
any online safety issues or incidents.
e Managing all online safety issues and incidents in line with the school child protection
policy
¢ Ensuring that any online safety incidents are logged and dealt with appropriately in line
with this policy
e Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in
line with the school behaviour policy
e Updating and delivering staff training on online safety
e Liaising with other agencies and/or external services if necessary
e Providing regular reports on online safety in school to the headteacher and/or governing
board.
e This list is not intended to be exhaustive.

The Technician
The Technician is responsible for:
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e Putting in place an appropriate level of security protection procedures, such as filtering
and monitoring systems, which are reviewed and updated on a regular basis to assess
effectiveness and ensure pupils are kept safe from potentially harmful and inappropriate
content and contact online while at school, including terrorist and extremist material

e Ensuring that the school’s ICT systems are secure and protected against viruses and
malware, and that such safety mechanisms are updated regularly

e Conducting a full security check and monitoring the school’s ICT systems on a
weekly/fortnightly/monthly basis

e Blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files

All staff and volunteers
All staff, including contractors and agency staff, and volunteers are responsible for:
¢ Maintaining an understanding of this policy
¢ Implementing this policy consistently
e Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the
internet, and ensuring that pupils follow the school’'s terms on acceptable use
e Working with the DSL to ensure that any online safety incidents are logged and dealt with
appropriately in line with this policy
e Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the
school behaviour policy
e Responding appropriately to all reports and concerns about sexual violence and/or
harassment, both online and offline and maintaining an attitude of ‘it could happen here’
e This list is not intended to be exhaustive.

Parents
Parents are expected to:
¢ Notify a member of staff or the headteacher of any concerns or queries regarding this
policy
e Ensure their child has read, understood and agreed to the terms on acceptable use of the
school’s ICT systems and internet
e Parents can seek further guidance on keeping children safe online from the following
organisations and websites:
o What are the issues? - UK Safer Internet Centre
o Hot topics - Childnet International
o Parent resource sheet - Childnet International

Visitors and members of the community

Visitors and members of the community who use the school’s ICT systems or internet will be
made aware of this policy, when relevant, and expected to read and follow it. If appropriate, they
will be expected to agree to the terms on acceptable use.

Educating pupils about online safety

In EYFS, pupils will be taught to:
e Ask an adult before using technology.
e Only tap or click things they have been shown.
e Always check with an adult before tapping/clicking something they haven't seen before.
e Tell an adult if something upsets them.
In Key Stage 1, pupils will be taught to:
e Use technology safely and respectfully, keeping personal information private
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e Identify where to go for help and support when they have concerns about content or

contact on the internet or other online technologies
Pupils in Key Stage 2 will be taught to:

e Use technology safely, respectfully and responsibly

e Recognise acceptable and unacceptable behaviour

¢ |dentify a range of ways to report concerns about content and contact

By the end of St. Alban’s Catholic primary school, pupils will know:

e That people sometimes behave differently online, including by pretending to be someone
they are not

e That the same principles apply to online relationships as to face-to-face relationships,
including the importance of respect for others online including when we are anonymous

e The rules and principles for keeping safe online, how to recognise risks, harmful content
and contact, and how to report them

e How to critically consider their online friendships and sources of information including
awareness of the risks associated with people they have never met

e How information and data is shared and used online

e What sorts of boundaries are appropriate in friendships with peers and others (including
in a digital context)

e How to respond safely and appropriately to adults they may encounter (in all contexts,
including online) whom they do not know

The safe use of social media and the internet will also be taught explicitly following feedback in
parent and pupil surveys. This is outlined in our computing progression map.

Where necessary, teaching about safeguarding, including online safety, will be adapted for
vulnerable children, victims of abuse and some pupils with SEND.

Educating parents about online safety

The school will raise parents’ awareness of internet safety in letters or other communications
home, and in information via our website or School Spider app. Parents’ will also be encouraged
to attend our parent online safety workshops. This policy will also be shared with parents.
Online safety will also be covered during parents’ evenings where there are particular concerns.

The school will let parents know:
e What systems the school uses to filter and monitor online use
e What their children are being asked to do online, including the sites they will be asked to
access and who from the school (if anyone) their child will be interacting with online

If parents have any queries or concerns in relation to online safety, these should be raised in the
first instance with the headteacher and/or the DSL.

Concerns or queries about this policy can be raised with any member of staff or the headteacher.

Cyber-bullying
Definition

Cyber-bullying takes place online, such as through social networking sites, messaging apps or
gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of 1 person or
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group by another person or group, where the relationship involves an imbalance of power. (See
also the school behaviour policy.)

Preventing and addressing cyber-bullying

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if
they become aware of it happening to them or others. We will ensure that pupils know how they
can report any incidents and are encouraged to do so, including where they are a witness rather
than the victim.

The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs,
the forms it may take and what the consequences can be.

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to
cover cyber-bullying. This includes personal, social, health and economic (PSHE) education, and
other subjects where appropriate.

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its
impact and ways to support pupils, as part of safeguarding training.

The school also sends information on cyber-bullying to parents so that they are aware of the
signs, how to report it and how they can support children who may be affected.

In relation to a specific incident of cyber-bullying, the school will follow the processes set out in
the school behaviour policy. Where illegal, inappropriate or harmful material has been spread
among pupils, the school will use all reasonable endeavours to ensure the incident is contained.
The DSL will report the incident and provide the relevant material to the police as soon as is
reasonably practicable, if they have reasonable grounds to suspect that possessing that material
is illegal. They will also work with external services if it is deemed necessary to do so.

Examining electronic devices
The headteacher, and any member of staff authorised to do so by the headteacher, can carry out
a search and confiscate any electronic device that they have reasonable grounds for suspecting:
e Poses a risk to staff or pupils, and/or
¢ Isidentified in the school rules as a banned item for which a search can be carried out,
and/or
e |s evidence in relation to an offence

Before a search, if the authorised staff member is satisfied that they have reasonable grounds
for suspecting any of the above, they will also:
e Make an assessment of how urgent the search is, and consider the risk to other pupils and
staff. If the search is not urgent, they will seek advice from the headteacher/DSL
e Explain to the pupil why they are being searched, how the search will happen, and give
them the opportunity to ask questions about it
e Seek the pupil’s cooperation
Authorised staff members may examine, and in exceptional circumstances erase, any data or
files on an electronic device that they have confiscated where they believe there is a ‘good
reason’ to do so.
When deciding whether there is a ‘good reason’ to examine data or files on an electronic device,
the staff member should reasonably suspect that the device has, or could be used to:
e Cause harm, and/or
e Undermine the safe environment of the school or disrupt teaching, and/or
e Commit an offence
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If inappropriate material is found on the device, it is up to headteacher to decide on a suitable
response. If there are images, data or files on the device that staff reasonably suspect are likely
to put a person at risk, they will first consider the appropriate safeguarding response.

When deciding if there is a good reason to erase data or files from a device, staff members will
consider if the material may constitute evidence relating to a suspected offence. In these
instances, they will not delete the material, and the device will be handed to the police as soon as
reasonably practicable. If the material is not suspected to be evidence in relation to an offence,
staff members may delete it if:
e They reasonably suspect that its continued existence is likely to cause harm to any person,
and/or
e The pupil and/or the parent refuses to delete the material themselves
If a staff member suspects a device may contain an indecent image of a child (also known as a
nude or semi-nude image), they will:
¢ Not view the image
e Confiscate the device and report the incident to the headteahcer/DSL immediately, who
will decide what to do next. The DSL will make the decision in line with the DfE’s latest
guidance on screening, searching and confiscation and the UK Council for Internet Safety
(UKCIS) guidance on sharing nudes and semi-nudes: advice for education settings working
with children and young people
Any searching of pupils will be carried out in line with:
e The DfE's latest guidance on searching, screening and confiscation
e UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working
with children and young people
e Our behaviour policy
Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic
devices will be dealt with through the school complaints procedure.

Acceptable use of the internet in school

All pupils, parents, staff, volunteers and governors are expected to sign an agreement regarding
the acceptable use of the school's ICT systems and the internet. Visitors will be expected to read
and agree to the school’'s terms on acceptable use if relevant.

Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling
the duties of an individual's role.

We will monitor the websites visited by pupils, staff, volunteers, governors and visitors (where
relevant) to ensure they comply with the above.

More information is set out in the acceptable use agreements.

Pupils using mobile devices in school

Pupils may bring mobile devices into school in year 5 & 6 if they have consent to walk to and
from school alone, but they are not permitted to use them during the school day, this includes

clubs before or after school, and any other activities organised by the school.

All mobile phones must be handed in to the class teacher at the beginning of the day and pupils
will receive them back at the end of the day.

Any breach of the acceptable use agreement by a pupil may trigger disciplinary action in line with
the school behaviour policy, which may result in the confiscation of their device.
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Staff using work devices outside school

All staff members will take appropriate steps to ensure their devices remain secure. This
includes, but is not limited to:

e Keeping the device password-protected - strong passwords are at least 8 characters,
with a combination of upper and lower-case letters, numbers and special characters (e.g.
asterisk or currency symbol)

e Ensuring their hard drive is encrypted - this means if the device is lost or stolen, no one

can access the files stored on the hard drive by attaching it to a new device
Making sure the device locks if left inactive for a period of time
Not sharing the device among family or friends
Installing anti-virus and anti-spyware software
o Keeping operating systems up to date by always installing the latest updates
Staff members must not use the device in any way which would violate the school’s terms of
acceptable use.
Work devices must be used solely for work activities.
If staff have any concerns over the security of their device, they must seek advice from the IT
technician and inform the school business manager and computing leader.

Training

All new staff members will receive training, as part of their induction, on safe internet use and
online safeguarding issues including cyber-bullying and the risks of online radicalisation.
All staff members will receive refresher training at least once each academic year as part of
safeguarding training, as well as relevant updates as required (for example through emails, e-
bulletins and staff meetings).
By way of this training, all staff will be made aware that:
e Technology is a significant component in many safeguarding and wellbeing issues, and
that children are at risk of online abuse
e Children can abuse their peers online through:
o Abusive, harassing, and misogynistic messages
o Non-consensual sharing of indecent nude and semi-nude images and/or videos,
especially around chat groups
o Sharing of abusive images and pornography, to those who don’t want to receive
such content
e Physical abuse, sexual violence and initiation/hazing type violence can all contain an
online element
Training will also help staff:
e Develop better awareness to assist in spotting the signs and symptoms of online abuse
e Develop the ability to ensure pupils can recognise dangers and risks in online activity and
can weigh up the risks
e Develop the ability to influence pupils to make the healthiest long-term choices and keep
them safe from harm in the short term

The DSL and deputies will undertake child protection and safeguarding training, which will
include online safety, at least every 2 years. They will also update their knowledge and skills on
the subject of online safety at regular intervals, and at least annually.

Governors will receive training on safe internet use and online safeguarding issues as part of
their safeguarding training.
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Volunteers will receive appropriate training and updates, if applicable.

More information about safeguarding training is set out in our child protection and safeguarding
policy.

Monitoring arrangements

All teaching staff log behaviour and safeguarding issues related to online safety on CPOMS.
Reviews of these issues are carried out by the DSL frequently.

This policy will be reviewed every year by the computing leader, in partnership with the
headteacher. At every review, the policy will be shared with the governing board.

The review will be supported by a risk assessment that considers and reflects the risks pupils
face online. This is important because technology, and the risks and harms related to it, evolve
and change rapidly.

Links with other policies

This online safety policy is linked to our:

e Child protection and safeguarding policy
Anti-bullying and Behaviour policy
Computing policy
Staff disciplinary procedures
Data protection policy and privacy notices
Complaints procedure
ICT and internet acceptable use policy
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Appendix 1: EYFS Acceptable Use Agreement

#E fl‘f Acceptable Use Agreement
(For EYFS)

‘/ | ask before | use a tablet, | tap or click on things | have
computer or camera. been shown.

‘/ | check if | can tap/click on | tell a grown-up if something
things | haven't seen before. upsets me.

My Name: Class:

Parent/Carer Signed: Today’s Date:
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Appendix 2: KS1 Acceptable Use Agreement

Acceptable Use Agreement

¥" | always ask a teacher or suitable adult if | want to use the computers, tablets or cameras.

¥ | only open activities that an adult has told or allowed me to use.

¥ | know that | must tell an adult if | see something on a screen that upsets me, or | am unsure of.
v | keep my passwords safe and will never use someone alse's.

v | know personal information such as my address and birthday should never be shared online.
¥ | know | must never communicate with strangers online.

¥ | am abwvays polite when | post to our blogs, use our email and other communication tools,

| understand this agreement and know the consequences if | don't follow it.

My Name: Class:

Parent/Carer Signed: Today's Date:
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Appendix 3: KS2 Acceptable Use Agreement

V&

Acceptable Use Agreement

| will only access computing equipmearnt when
a trusted adult has grven me permission and is
present.

| will not deliberately look for, save or send
anything that could make others upset.

| weill immediately inform an adult if | see
something that worries me, or | know is
inappropriate.

| will keep miy username and password secure;
this includes not sharing it with others.

| understand what personal information is and
will never share my own or others' personal
information such as phone numbers, home
addresses and names.

| wiill always use my own username and
password to access the school network and
subscription sarvices such as Purple Mash.

In order to help keep me and others safe, | know
that the school checks my files and the online
sites | visit. They will contact my parents/carers if
an adult at school is concerned about me.

W

| will respect computing equipment and will
immediately notify an adult if | notice something
isn't working correctly or is damaged.

| will use all communication tools such as

email and blogs carefully. | will netify an adult
immediately if | notice that someone who isn't
approved by the teacher is messaging.

Before | share, post or reply to anything online, |
will TH.LM K.

= is it true?

= is it helpful?
n =5 it inspiring?
n = |5 it necessary?
= is it kind?

| understand that if | behave negatively whilst
using technology towards other members of the
school, my parentsicarers will be informed and
appropriate actions taken.

| understand this agreement and know the consequences if | don't follow it.

My Name:

Parent/Carer Signed:

Class:

Today's Date:
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Background and purpose

With access to rich dynamic content, connectivity
across the globe, a platform for creativity and a place
to engage in debate, digital technologies provide a
powerful tool for learmning. It is therefore essential
that children are fully equipped to have the skills

and knowledge to safely access and use digital
technologies.

Thiz Parent/Carer Acceptable Use Agreement iz
intended to help share the importance that the school
places on keeping children safe with particular regard
te online safety. It additionally intends to encourage
parentsfcarers to be actively invelved in their child’s
online safety education, including encouraging
transparent behaviour, eritical thinking and reporting.

The school will aim to provide every child with the
best access it can to online technologies. Filtering,
manitoring and alert systems will be in place to help
protect children from unnecessary risks. The school
will actively encourage children to think critically
about content and communication from others and
develop strategies for recognising inappropriate
content/behaviours and how to deal with them. In
return, the school expects the children to demonstrate
that they are responsible users of digital technologies
at all times.

Permission Access

Acceptable Use Agreement

(For Parents/Carers)

Appendix 4: Parents’ and Carers’ Acceptable Use Agreement

Parents/Carers

We azk parents and carers to support us by:

v
v

L A T 4

Sharing good onlineg behaviours with your child.
Emphasising the importance of the Acceptable Use
Statements/School’s rules your child has agreed to.
Highlighting the importance of accessing only age-
appropriate content and sites along with the pitfalls
of social media.

Explaining how to keep an appropriate digital
footprint

Discussing what is and isn't appropriate to share
online.

Emphasising never to meet anyone online nor trust
that everyone has good intentions.

Reporting any concarns you have whether home or
school based.

Stressing the importance of openness when being
online and that no one should ever be too ashamed
or embarrassed to tell a trusted adult if they have
seenfshared amything concerning or have had
inappropriate online contact.

Drawing up an agreemant of online safety rules for
outside of schoal that are applicable even when
vour child iz at a friend's home.

Avaiding posting or replying to any comments
about the school to social media that may have a
negative impact. Any concerns or worries should be
reported to the school in the first instance.

By signing below, you agree to allowing your child access to the schoal's internet and ICT systems. This alse
includes any educational subscription services. You are also aware that your child has signedfagreed to the schools

Acceptable Use Agreement for pupils.
Your Child's Name:

Parent's/Carer's Signature:

Class:

Date:

*The school aims to comply with GDPR regulations at all imes and as such follows strict protocol about how
we use personal data and keep it safe, induding the information on this form. It is important that yvou refer to the
school's data protection policy or contact the school if you have any questions about data.
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Appendix 5: Staff Acceptable Use Agreement

> Acceptable Use Agreement

(Staff)

Background and purpose

With access to rich dynamic content, connectivity across the globe, a platform for creativity and a place to engage in debate, digital technologies
provide a powerful tool for learning. Digital technologies give staff opportunities to enhance childen's leaming in their care and enable staff to
become rcre efficient in their work. The very nature of digital technologies means that they should be used with care and particular attention
given bo derpenstrating approprate behaviours and avaidance of misuse at all tirmes.

Professianal integrity and strong moral purpose must be upheld at all times by staff. It is the duty of all staff members to ensure that children in
their care get the very bast start to the woarld of digital technelogy. This sheuld indude provision of a rch, robust online safety education for the
children with clear reparting procedures for infringements to safeguarding. Having a transparent appreach o using digital technology is a rmust.
Additionally, staff should develop critical thinking in their children, along with strategies for avaiding unnecessary hanm and strategies for dealing
with online safety infringerments.

The sehoals internet, network and ICT systerns and subseriptions to services should be used with the utmost professionalisrn at all times.

The school will aim to provide its staff with secure systems which will have fltering, monitoring and virug protection included. Anpone with
#tcess 1o the systems should be aware that their use of the Systems is monitered, and this can be used to form evidencos should any suspected

infringemeants ocour.

By signing this agreement, you will have access to the school's systems and acknowledge that you agree to all the statements below.
Additionally, that you have read and understand school policies which have a bearing on this agresment.

Staff Name:

Iwill demonstrate the valwe of the use of digital technologies in
improving the outeomes for childnen in my cafe

wiill educate childran in my cane abaut the safe use of digital
technalogies, acting on any online safety issues in accardance
with the schoal's policies.

| understand my use of the school's ICT systemsinetworks and
inbernat are monitored.

| recognise that whether within school or out of school, | must
abide by the rules/statements set out in this document when
wing systema, accessingtransfening data that relate to

the school or imgact on my role within the schoal and wider
ooMmmanity.

| knavw what GDPR is and how this has a bearing on how |
acoeds, share, store and create data.

Ay data that | have access to sway from school premises must
e kept secure and wsed with specific purpose. As sutlined

it the schoal's data protection policy, it is riy responsibility to
ensune when acoessing data remotehy that | take svery bit of
reasonable care to ensure the integrity and security of the data
s maintained.

| understand that | am fully responsible for rry behaviours both
i and out of school and as 0 ch recognise that my digital
communications, subscriptions and content | access can have a
bearing an my professional role.

| recognrise that my social redia activity can have a damaging
impact an the schoal and children in my cane at schoaol if | fail to
uphald my professional integrity at all times whilst using it.

IF | am contributing to the schoeal’s social media accournt(s] or
website(z) |will follow all guidelines given o me, with particular
care given to what imagesfvides imagery and details can be
uploaded.

Signature:

1 will never upload imageshidec imagery of stafffpupils or other
stakehalders to iy personal social media acoounts wiless there
iz significant reason to and that parrmission has been granted by
the headteacher in wiiting for sach cocurrence,

1wl inforrn the school at the earliest oppartunity of any
infringemant bath on and off site by rrysell. Furthenmare, if | am
concermed about others” behaviownconduct, | will notify the
school at the eardiest opportunity.

1wl mever daliberately access, upload or download illegal,
inflammatary, abseene or inappropriate content that may cause
harm or upset to athers,

1wl never download or install software unless permission has
been given by the appropriate contact at school

I shall keep all usemarmes and passwords safe and never share
them. Writing down usernames and passwords, induding
storing them electronically, constitutes a breach to our data
protection and safeguarding policy.

1wl messer beave aquipment unattended which could leae data
and inforrmation vulnerable; this extends to sccessing datal
services/oontent remately,

By personal deviees | awn shall not be used to socess sehoal
systems/data/servicasicontent rermotely unless | have adeguate
wirus profection and permission from the school.

| understand that mobile devices, including smart watches, shall
nat be used, narin my possession, during times of contact with
children. These desices will be securely locked away with
adequate password pratection on them should they be accessed
by an unauthorized person.

fuvy sehood tapsloutings or sctivities th at require a rmobile phons)
carmera will be provided by the school and any data collected on
them will be used in accordance with school palicies.

At no pairt- will | use iy own devices for capluring images’
vides of making contact with parents/carars,

Date:
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